User Roles and Security in the VMS System

Chapter Logins

Login ID: ChapterName-Admin1 Password: ChapterNamel (Hours Keeper)
Login ID: ChapterName-Admin2 Password: ChapterNamel (Chapter CBC access)
Login ID: ChapterName-Admin3 Password: ChapterNamel (Opportunity Approver)

Policy will be to change the login name (not login ID) to the actual person using the account. All users
will have their own login ID.

Roles
Two roles defined:

e Role CBC- Role is used only for chapter users who manage criminal background checks. All
information is viewable to these users.

e Role Non CBC- Role is used for all other chapter users. Criminal background check information is
not available/ viewable to these users.

Folder Security
Each login has access to the following folders:

e Chapter

e Master Naturalist (published opportunities)
e Recycle Bin (record recovery)

e All Data

The all data folder shows only the data that the user has access to. The My Data folder shows a filtered
version of the data that a user can see. Decided to not show this folder because it could create some
confusion.

The Hours Keeper Role will have access to the Inbox for moving applicants and transferees.
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Volunteer Profile Security

Decision was made to not hide the Birth Date field.
The field is now required for TPWD CBC check process.

The preferred default is 1/1/1900.

@ eCoordinator 7.1 - Volunteer Profile - Internet Explorer, enhanced for Bing and MSN =B ®
e e

@ https://ecvolunteernow.com/coordinator/indexphps

Volunteer Profile: Annual, Midcoast

Personal ][Emmc Backgiound || UserDefired || Language ][ Registration ][ Emergency Contact ||
Attachments || History

* indicates required fields

All information is secure and only accessible by authorized users. Please provide an email address to receive important information regarding
our registration. Email address are not shared and will not be displayed in any outgoing group emails.

Salutation: Mailing Address: | |
Middle Name orInitial: [ | oty ]
“Last Home: state:
Gender: County:
Bethate:| | |

The user 1D must be between 6-30 characters long and different than the
password. The password must be between 8-30 characters with 1 number.
The user will use this login information to return later to update hisfher

profile.
“paseuords [rererrer |
<pazoword verity: oo ]

Zip:

Country: [United States ™

Home Phone:
Cell Phone:
Email Address:

Verify Email:

When is the best time to contact you? |---

Activity Status:| Active v

®105%
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